How To Create a Full System Image

What and why?

A full system image is basically copying the entire system: the operating system, programs, and everything.

Why would you want to do this? Incase you have a system crash, or get virus infection, malware, or just like to reinstall your operating system
regularly, you have a quick way to bypass getting out that Windows CD and going through the pain, and time, of reinstalling all the programs.

Tutorial written backing up Windows 7 Ultimate 64-bit.

Back-up software used: Macrium Reflect Free 4.2 build 4209 http://download.cnet.com/Macrium-Reflect-Free/3000-2242 4-10845728.html
The software installer used works with both 32 and 64-bit Windows products. | installed it on Windows XP Pro 32-bit, as well as Windows 7
Ultimate 64-bit.

When restoring from a back-up, the drive you restore to must be the same size, or larger, as the drive the system was originally installed on. (For
example, if you originally installed Windows on a 750GB hard drive, even thought the back-up file might only be 16GB, the drive you restore to
must be at least 750GB)

Download and install the software. As you install it, it will ask you for a license key, but it will automatically give you one. Press OK. It will also say
something about an internet connection needed for activation, but this is not the case.

Macnum Hetlect icence

Thank you for instaling Macrium Reflect.

The license key uses the format

ﬁ Please enter your new license key in the box below,
& %

HCOOMI00000000 000300 and should have been
received by email shortly after purchase.

04F0D21-79D8-7A25-D702-433F

Click 'OK' to continue.




Here is what the programs main screen looks like:
¢ Macrium Reflect - =)
File View Backup Restore Other Tasks Help

egiiloghz il AGIEICA

Disk Image Log

Partitions | XML Definition Files | Scheduled Backups

Backup Tasks £ —
ﬂl Create a backup image u o &
of an entire disk or
selected partition(s) Partition Type Capacity Used Space Free Space File System
Disk 1 [78C9C36D] - ST3750528AS CC38 <698.637 GB>
Restore Tasks ¥ :
w2 - <NO NAME= (C:) Primary 698536 GB  14.645GB 683.891 GB  NTFS
Other Tasks ¥ Disk 2 [73882985] - ST310003 33AS <931.513 GB>
“ 1 -1TB Seagate (F) Primary 931511 GB 640657 GB 290854 GBE  NTFS
Details kS Disk 3 [92595FE5] - ST320082 2A <186.311 GB>
. “ 1 - Seagate Files (G:) Active 186.308 GB 122473 GB 63.835GB  NTFS
P Disk 4 [BED1EDSE] - SAMSUNG J1RP203463  0-10 <465.762 GB>
1 - System Reserved “ 1 - Seagate Music (H:) Primary 465759 GB  257.361 GB 208398 GBE  NTFS

File Sytem:  NTFS
Free Space: 75.87 MB
Total Size:  100.00 MB

Upgrade to the full edition of Macrium Reflect...

# File and folder ® VBScript
backup. generator.
* Incremental * Enhanced
and differential recovery options
images. with RAID
B pgra.e ~D'\"-’ * Free support support.
and forum * Plus much
access. more...

CAP NUM SCRL




Now, to start the back up, click on the create back-up icon, and click “Next”.

File View Backup Restore

Other Tasks  Help

Restore Tasks
Other Tasks
Details

S
1 - System Reserved

File Sytem: NTFS
Free Space: 7587 MB
Total Size:  100.00 MBE

<

b

Partitions | XML Definition Files | Scheduled Backups

Partition
Disk 1 [78C9C36D] - ST3750528AS CC38 <698.637 GB>

S 2 - <NO NAME= ()
Disk 2 [73882985] - ST310003 33AS <931.513 GB>

Type Capacity Used Space FreeSpace File System

24 ) VB

1B )
14645 GB 683891 GB  NTFS

Primary 698536 GB

% 1 - 1TB Seagate (F:)

Disk 3 [92595FE5] - 5T320082 2A «<186.311 GB>
e 1 - Seagate Files (G)

Disk 4 [BED1EDSE] - SAMSUNG J1RP203463  0-10 <465.762
“ 1 - Seagate Music (H:)

F Upgrade to the full edition of Macrium Refled]
-“ﬂl ®* File and folder * VBScript

Create Backup Wizard - W e e =

Welcome to the create image wizard

This wizard will guide you through the steps required
to create an image of your hard disk or partitions on
your hard disk,

The image will be saved as a file that can be used in
the event of a full system recovery or to recover
individual files or folders.

pss the Nexd button to continue.




This will bring you to the Partition Selection screen. Since this tutorial is on how to back-up your whole system (operating system)-- in addition to
backing up the “C” drive (see arrow marked as so), you MUST also back up what partition is “Active”. In this case, | would just select the box
next to “Disk 1.”

If you do not back-up the “Active” partition of the drive (assuming the “C” drive is not the active partition), you will not be able to boot into

Windows. For instance, | backed up just the C drive (and not also the “Active” System Reserved partition), and got an error in my computers BIOS
that “BOOTMGR is missing”. | was unable to get into Windows.
After you make your selection(s), press next.

P
Create Backup Wizard

Partition selection

Select the Disk(z) / Parition(s) that you want to create a backup image for.

Partition

»

Type Capacity Used Space Free Space  File System
[ ] pisk 1 [78Coc36D] - & 528AS5 CC38 <698.637 GB>

I:‘ S 1 - System Resonged Active 100.00 MB 24,13 MB f3.87MB  NIFS
I:‘ e 7 - <NO MAME> (C:) Primary  698.536GB 27413GE 671.123GB  NIFS

|:| Disk 2 [D2D5D2D5] - 5T3250310AS 3.AAC <232.885 GB>

m

[] < 1-<NONAME> (F:) Active  232.876GB 102.339GB 130.536GB  NTFS
[ | pisk 3 [73882985] - ST310003 33AS <931.513 GB>

[] s 1-1TB Seagate (H:) Primary 931.511GE 640.657GB 290.854GE  NTFS
[ | pisk 4 [92595FES] - 5T320082 2A <186.311 GB>

-
et 1 - Coanata Filae 204 At 128 INS TR 174 FLA TR ~1 CCC TR hITES

Total Selected: 0B




This will bring you to the Backup Destination screen. If backing up to another local hard drive (one connected directly to your computer), click
where it says “Browse for folder” and select the drive/folder where you want the disk image stored. Othewise, select the network location, or
CD/DVD burner. Than click next.

Create Backup Wizard - e e -

Baclkup destination

' Choose a local directory, networke or removable drive to contain the backup image.

(@) Local Hard Disk Jf': ' Browse for folder....

) Network ' Browse for Netwark folder. ...

(Z) €D / DVD Burner 24 (D:) - HL-DT-ST, DVD-RAM GSA-HS5MN v1.02 (0:0
IUse the Image ID as the file name, (Recommended)
Backup filename: {IMAGEID}
Destination:

| . Browse for folder.... \{IMAGEID}-00-00.mrimg

Please press the Mext button to continue.

<Back || Next> || Ccancel Finish




That will bring you to the “Complete” screen (left picture). Here you can select advanced options, and finish. With advanced options (picture on
the right), you can select compression, as well as if you want an intelligent copy (only copies disk sectors used by the system), or an exact copy
(including unused space). | personally chose no compression (medium compression is the default), and intelligent copy.

-— - 15 =)
Create Backup Wizard - - e - 3 -
P Advanced Settings pra—
3 .
Complete 4| | 23 Backup B Compression
Imaging operations &
... File Size
7 Select the compression level.
Backup Type: Full - )
= Medium (Recommended) ~ | Compression level
Destination: H:\Win 7 Backup'Fresh Install\{IMAGEID}-00-00.mimg | = [ s ) ]
Auto Verify: N Compression reduces the image file size but may increase the total badwp time.
Maximum File: Size: Automatic ® Inteligent secio (Recommended)
Compression: Medium '@/ Inteligent sector copy.
Password: N Copies only disk sectors used by the file system.
Intelligertt Copy- ¥ Windows pagefile and suspend to disk (hibernation) files are not copied. This
Total Selected: 14645 GB reduces the image size and backup time.
57 (") Make an exact copy (clone) of the partition(s).
X . . Cloned partitions include unused sectors therefore forensic examination of the
Change the compression level and other properties for this backup. partition(s) remain unchanged. Deleted files may be recovered for example.
Please press the Fnish button to begin imaging. .
Mext> | [ cancel | [ Finish | ok [ cancad | [_teb
o

After clicking finish, you get the Backup Save Option box. | chose to run the back-up right then, and not save a definition file. Click ok.

i Y
Backup Save Options u

What do you want do do now?

Run this backup now

|| save this backup as an ¥ML Backup Definition File

‘fou can run this backup at any time by double
clicking the sawed XML File,

Enter a name For this backup definition,

My Backup B

CiiUserstJamesiDocumentsiReflectify Backup,xml

I OK I [ Cancel ]




After clicking OK, your back-up will start. You will see the box below, showing progress. It actually backs up fairly fast.

- —_— ~
Create Backup Wizard S W @ GRS @ e
Starting Image - Sunday. February 28. 2010 02:12-57 o
t Initializing
b Creating Volume Snapshot
Analysing flle system on volume C:
Saving Partition - <No Name> (C:)
Reading File System Bitmap E|
Saving Partition
i
Owerall Progress: 8% Transfer Rate: 216.6 Mb/s Time remaining: 4 Minutes
Current Progress: 8% Time remaining: 4 Minutes
prorty 0 = =
Priority Priority Hide Can:
T

After your backup is done, it will tell you so. Remember where you had the program save the image (back-up) to, and don’t delete it! You can,
however, move the file around. (It’s just like any other file)
[ Create Backup Wizard

Saving Partition - <No Name> (C:)
Reading File System Bitmap
Saving Partition

Macrium Reflect
@l Image Completed Successfully in 00:05:21 EI

Current Progress: 100% Time remaining: M/&
Low . High
Priority D Priarity S




OK, so now you need to RESTORE the image you made. (For instance, your system is infected with malware, a virus, etc)

Simple. There are ways to create a boot-disk and go that route, but | chose to just use another computer. (Actually, the same computer, just a
hard drive with Windows XP on it).

What you need to do is take the image file (back-up file you created), and the hard drive you want to restore this to; take this to a second
computer. On this second computer, you need to install Macrium Reflect as well.

Open the program up. Click the “Restore” icon, and click next.

w& Macrium Reflect - Free Edition

Fie iew Backup Restore Other Tasks Help

L= < "Restore Wizard

Welcome to the image restore wizard

This wizard will guide you through the steps required to restore a partition or whole disk.,
ot
‘r You will first select a previously stored backup image then choose a destination for a partial or full system recovery,
Restore Tasks
Other Tasks

Details

S

1 - New ¥olume {F:)

File Sytem:  NTFS
Free Space: 698,550 GB
Total Szt 698,635 GB

Mext butkon to continue,

Mext = Cancel Finish

< Back




This takes you to the “Locate image” screen. Here you just find the back-up file you want to restore from.

In my case, | put my backup file in the “J:\Win 7 Backup\Fresh Install” directory. Note that this particular back-up file is missing an “Active”
partition — | screwed up.

Click “Next”

Restore Wizard

Locate image.

local or net folder or drive that I e image to be loaded.

; 'Lj Recent locations Backup date Type 1D
|D My Docurnents
= My Computer
- e Local Disk (C:)
i DVD-RAM Drive (D:)
b CWD-RAM Drive (E:)
[ -2ee Mew Volume (F:)
[ e 1TE Seagate (H:)
[ ae® Seagate Files (1:)
[l -aee Seagate Music (1:)
|3 $RECYCLE.BIN
() Music
) RECYCLER,
[’Q System Yolume Information
(=15 Win T Backup
{2 Fresh Install
[ Fresh Install Al Drive

: 3 [b Win 7 Backup Pictures Partition Tvpe Capacity
- Cantral Panel Cisk 1 [F8COC360] - STI7E052845 CC38 <698.635 GE=
Mero Scouk

f S 7 - NO NAME > () Primary 695,536 GB
{5 Shared Documents

-5 My Documents
\-_-g Iy MNetwork Places
) Mew Folder
) Old Desktap

“Active” partition not there. In this case,
Windows will not boot from this image

| i | >

< Back | | Mext> || Cancel | Finish




This takes you to the Partition Selection screen. Here you can select the partitions you want to restore from within the back-up.
Make your selection/deselection, and click next.

f Restore Wizard

Partition Selection

Image ID:  25B16DEZ2C7SZ0DAER Date: zfz5f2010 2:12 AM Type:  Full
Partition Tvpe Capacity Used Space  Free Space  File Swstem
Disk 1 [78C9C36D] - ST3750528A5 CC38 <698.635 GB=
S 2 - <O MAME = (C2) Primary  695.536 GB 14,147 GB 684,339 GE  NTFS
4 i ¢
Total Selected: 595,536 GB
| <Back || Mext> | | Cancel | Finish
i




The next screen let’s you chose where you want to restore to. Remember: where you are restoring to needs to be at least as large as the drive
it was backed up from. (Even if you only backed up a 16GB image from a 750GB hard drive, you need to restore to a hard drive of at least
750GB) Make your selection, and click next.

Restore Wizard

Chooze Partition[s] to overwrnte with the image data.

T nudkipl ies left click. with the 'Ctr

Segment No,  Type Drive Letter File System  Size Skart Sector End Sector
Disk 1 - ST3750528A5 C(C38 <698.637 GB>

|2 Unallocated Empty 1.92 MB 1,465,143,120 1,485, 147,054

Disk 2 - ST3250310A5 3.AAC <232.885 GB>

[J=#0 acive <MNoNames(C) WTFS 232,676 GE 63 468,375,999
] Unallocated Empty 9,30 MB 485,376,000 466,395,054

Disk 3 - ST310003 33A5 <931.513 GB>

[0  Primary 176 Seagats(H: NTFS 931,511 GB &3 1,953,520,064
I— Unallocated Empty 2,49 ME 1,953,520,065 1,953,525, 167

Disk 4 - ST320082 28 -/186.311 GB=-

[ ]%#0 acive SeagateFiles(I) WTFS 166,308 GB 63 390,716,864
[ Unallocated Empty 2,49 ME 390,716,865 390,721,967

Disk 5 - SAMSUNG J1IRPZ03463 0-10 465762 GB>

I:‘ e Primary Seagate Music (3:)  NTFS 465,759 GB 63 976, 768,004
I:‘ Unallocated Ernpty 249 MB 76,768,065 76,773,167

Total Selected: 693.633 GE

i <Back | | Mext® | | Cancel | Firish

A




This brings you to a screen where you select what type of partition the new partition will be. Remember, Windows boots from Active partitions

only, and new active partitions needs to come from old active partitions. (Otherwise, Windows won’t start up)
store  Qther Tasks  Help

" Restore Wizard

Mew Partition Type

t type of Partition you want ta create.

a

e (@) active L
O Primary
(D) Logical

A disk can have only one Active partition. The active partition is & Primary partition that contains the operating system (Windows) that starts when wou turn on the computer,

Please press the Mext button to continue.

| «Back | | Mextx | | Cancel | Finish




If there is more space available on the new drive than the back-up had you can “add” that space to the partition that will be made. Choose what
you want, and click next.

Restore Wizard

Destination Resize

=] Partition i th

The Partition you are restaring is smaller than the Partition you are overwriting,
‘fou can resize the new Partition using the contrals below, 3

[z

Partition Size: 698,633 GE =

695,536 GB 695,633 &6

1

Please press the Mext button ko continue.

< Back || Mexk = || Cancel Finish




The next screen, you get to assign a drive letter to the drive. Choose Z drive, Q drive, or whatever your heart desires. Than click next.

Restore Wizard

Aszzign drive letter

=d partition.

() Do not assign a drive letter

(@) Assign a drive letter

|F: |

Flease press the Mext button ko continue,

| < Back || Mexk = || cancel Firish




This brings you to the “check at reboot” screen. |, personally, selected No.
Than click... the next button.

f Restore Wizard

Yerify file spstem integrity at reboot

(@) Yes, Check the file system integrity at reboot,

()Mo, Do nok check at reboot,

Select “Yes' to Force the system to check the restared file swstem the next time Windows
skarts,

Flease press the Next button to continue.

< Back [ ] Plext > | | cancel Finish




This screen asks you if you want to verify the image (the back-up file) before restoring. It's a way to make sure the file you are using is not
corrupted. | kept the default “No Thank You”. And than click next.

Restore Wizard

Yerify Image

\Werify image before re:

(@) Mo Thank You
() ¥es Please

Selected “es' to verify the saved image before restaring,

The werification process will ask you to insert [ locate any missing media when required.

Please press the Mext button to continue,

| <Back | | et || Cancel | Firish




Brings you to the “Restore the Master Boot Record” screen. | just want with the recommended selection. And than | clicked next.

Restore Wizard

Restore the Master Boot Record

() Do not replace
(@) Replace with the Master Book Recaord from the backup (Recomended)
() Replace with the standard %P Master Book Record

The Master Book Record a small program that executes when the computer starts up, IF this program has become corrupt, perhaps due to a wirus, then you may have problems starting the
compuker operating system,

Each backup contains a copy of the Master Boot Feecord this can be recovered by checking the second box above,

Please press the Mext button o continue,

< Back || Mext = || Cancel Finish




And at the Restore Summary page, you click Finish.

FRestore Summary

ﬂ‘! Image File: J:5win 7 Backup©Fresh Installh258 16DE 2C7520AE B -00-00. mrimg
Date: 28 February 2010
Time: 0212

Partition To Restore:

Original Letter: C:

File Systern MTFS

Size: E98.536 GE
Used: 14147 GE
Free: 654.389 GB
Partition Tupe: Prirnary

Partition To Create:

Start Sectar: 2045

End Sector. 1465141247
Size: B58.633 GB
Type: Active

FRestore Options:

Aazzign Drive Letter: ez ¢Fi»
Werify: Mo
Restore MBR: Replace with MBR fram backup

Check File System: Mo

Please press the Finish button to begin restare. .

| <Back Tes | Cancel | | Finish
—— £




During the restore procedure, the drive you are restoring to will probably disappear. This is normal, and it will reappear as whatever drive letter
you specified at the “assign drive letter” screen.
Notice how my “F” drive is missing? It was there before the backup was in progress!

2 My Computer, |Z| |§| |X|
File Edit ‘Wiew Favorites Tools  Help ﬁ'
k) Back "\-) @ p Search H’:“ Folders - @ Folder Sync
Address | i My Computer V| £ Go

Files Stored on This Computer
System Tasks

P — r \,:
Wiew system information = Shared Documents IEj James's Documents
ﬁ Add o remaove programs

B» Change a setting
Hard Disk Drives

Other Places

;;w Local Disk {C:) - 1TE Seagate (H:) . Seagate Files (1)
&) My Metwark Places

[E] My Docurnents

|3 Shared Documents iw Seagate Music (1)

B» Control Panel

Devices with Removable Storage
Details

My Computer 3 314 Fl A
System Folder % opy ()

Other

ﬂ Mero Scout

_ DYD-RAM Drive (D) __ DVD-RAM Drive (E:)




And here is what it looks like when it’s all done. Your new drive will pop up (see, my “F” drive reappeared)

- Local Disk (F:) =1E3

File

Favorites Toals  Help

Edit  iew

k‘-ﬁt) ack -\33 Iﬁ‘_"- pSearch [L;F Folders v @ Folder Sync

Address s F

File and Folder Tasks )

Other Places

$Recycle Bin
_1Documents and Settings
[ T)Perflogs

hFrogram Files

Program Files {x36)
~IProgramData

1 System Yolume Informatian A

Users

j Iy Computer

B My Documents
I3 Shared Documents
q My Metwark Places

C)Windovs
= hiberfil. sys

Details pagefile.sys ackuphFresh Inatalh2581EDE2CTS20AER-00-00. mimg

2mo
Local Disk (F:}
Local Disk.
File System: MTFS
Free Space: 6584 GB
Total Size: 628 GB
047 Macrium Reflect

@ Restore completed successfully

Azsign Diive Letter ez <Fi» I —
Mo Lo |

Tatal Sie: 695,535 GB Restore Options:
“erify:
Fiestore MBR: Feplace with MBR from balEop
Check File System: Ma

Starting Restore - 28 Febiuary 2010 02-51
Loading Indes: J:Mwin 7 BackuphFresh Instalh25B16DE 2C7520AE B-00-00. mimg
Processing: J:Nwin 7 BackuphFresh Instalh250816DE2C7S20AER-00-00. mrimg
Wiiting partition table
Replacing MBR fram the backup
Spstemn partition has moved - resetting Disk. 1D
Wiiting Master Boot Record (MBFR]
Restore completed successfully

A 0 A 00 A0 A

Close




Now, just take your fresh drive to the original computer, and enjoy.
It's as good as having a reformatted, fresh hard drive without the hours spent manually reinstalling everything.



